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Disclaimer
The data, examples and diagrams in this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties. All
persons responsible for applying the equipment addressed in this manual must satisfy
themselves that each intended application is suitable and acceptable, including that any
applicable safety or other operational requirements are complied with. In particular, any
risks in applications where a system failure and/or product failure would create a risk for
harm to property or persons (including but not limited to personal injuries or death) shall
be the sole responsibility of the person or entity applying the equipment, and those so
responsible are hereby requested to ensure that all measures are taken to exclude or
mitigate such risks.
This document has been carefully checked by ABB but deviations cannot be completely
ruled out. In case any errors are detected, the reader is kindly requested to notify the
manufacturer. Other than under explicit contractual commitments, in no event shall ABB
be responsible or liable for any loss or damage resulting from the use of this manual or the
application of the equipment.

Conformity
This product complies with the directive of the Council of the European Communities on
the approximation of the laws of the Member States relating to electromagnetic
compatibility (EMC Directive 2004/108/EC) and concerning electrical equipment for use
within specified voltage limits (Low-voltage directive 2006/95/EC). This conformity is
the result of tests conducted by ABB in accordance with the product standards EN 50263
and EN 60255-26 for the EMC directive, and with the product standards EN 60255-6 and
EN 60255-27 for the low voltage directive. The IED is designed in accordance with the
international standards of the IEC 60255 series and ANSI C37.90.
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7KLVPDQXDO
The communication protocol manual describes a communication protocol supported by
the IED. The manual concentrates on vendor-specific implementations.



,QWHQGHGDXGLHQFH
This manual addresses the communication system engineer or system integrator
responsible for pre-engineering and engineering for communication setup in a substation
from an IED perspective.
The system engineer or system integrator must have a basic knowledge of communication
in protection and control systems and thorough knowledge of the specific communication
protocol.

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO



6HFWLRQ
,QWURGXFWLRQ

0$&0%)



3URGXFWGRFXPHQWDWLRQ



3URGXFWGRFXPHQWDWLRQVHW

)LJXUH

7KHLQWHQGHGXVHRIPDQXDOVLQGLIIHUHQWOLIHF\FOHV

The engineering manual contains instructions on how to engineer the IEDs using the
different tools in PCM600. The manual provides instructions on how to set up a PCM600
project and insert IEDs to the project structure. The manual also recommends a sequence
for engineering of protection and control functions, LHMI functions as well as
communication engineering for IEC 61850 and DNP3.
The installation manual contains instructions on how to install the IED. The manual
provides procedures for mechanical and electrical installation. The chapters are organized
in chronological order in which the IED should be installed.
The operation manual contains instructions on how to operate the IED once it has been
commissioned. The manual provides instructions for monitoring, controlling and setting
the IED. The manual also describes how to identify disturbances and how to view
calculated and measured power grid data to determine the cause of a fault.
The application manual contains application descriptions and setting guidelines sorted per
function. The manual can be used to find out when and for what purpose a typical
protection function can be used. The manual can also be used when calculating settings.
The technical manual contains application and functionality descriptions and lists function
blocks, logic diagrams, input and output signals, setting parameters and technical data
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sorted per function. The manual can be used as a technical reference during the
engineering phase, installation and commissioning phase, and during normal service.
The communication protocol manual describes a communication protocol supported by
the IED. The manual concentrates on vendor-specific implementations. The point list
manual describes the outlook and properties of the data points specific to the IED. The
manual should be used in conjunction with the corresponding communication protocol
manual.
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Download the latest documents from the ABB web site
http://www.abb.com/substationautomation.



5HODWHGGRFXPHQWDWLRQ
Product-specific point list manuals and other product series- and product-specific manuals
can be downloaded from the ABB web site http://www.abb.com/substationautomation.



6\PEROVDQGFRQYHQWLRQV



6DIHW\LQGLFDWLRQV\PEROV
The caution icon indicates important information or warning related to the
concept discussed in the text. It might indicate the presence of a hazard
which could result in corruption of software or damage to equipment or
property.
The information icon alerts the reader to important facts and conditions.
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The tip icon indicates advice on, for example, how to design your project
or how to use a certain function.
Although warning hazards are related to personal injury, it should be understood that
operation of damaged equipment could, under certain operational conditions, result in
degraded process performance leading to personal injury or death. Therefore, comply fully
with all warning and caution notices.



0DQXDOFRQYHQWLRQV
Conventions used in IED manuals. A particular convention may not be used in this
manual.
• Abbreviations and acronyms in this manual are spelled out in the glossary. The
glossary also contains definitions of important terms.
• Push button navigation in the LHMI menu structure is presented by using the push
button icons, for example:
To navigate between the options, use
and
.
• HMI menu paths are presented in bold, for example:
Select Main menu > Settings.
• LHMI messages are shown in Courier font, for example:
To save the changes in non-volatile memory, select Yes and press

.

• Parameter names are shown in italics, for example:
The function can be enabled and disabled with the Operation setting.
• Parameter values are indicated with quotation marks, for example:
The corresponding parameter values are “Enabled” and “Disabled”.
• IED input/output messages and monitored data names are shown in Courier font, for
example:
When the function picks up, the PICKUP output is set to TRUE.
• Dimensions are provided both in inches and mm. If it is not specifically mentioned
then the dimension is in mm.
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0RGEXVVWDQGDUG
Modbus is a communication protocol developed by the Modicon company in the 1970’s.
Originally it was used for communication in PLCs and RTU devices. Later on the Modbus
protocol has been used in a variety of different device applications. Today the Modbus
protocol is mainly used over serial communication networks and Ethernet.
The Modbus serial communication and the Ethernet based Modbus TCP/IP
communication in this IED follow the specifications maintained by Modbus Organization.
Modbus communication reference guides are downloadable from
Technical Resources at www.modbus.org.



6HULDOFRPPXQLFDWLRQ
Modbus is a master-slave protocol when it is used over serial communication networks.
This IED implements the slave side of the protocol. Depending on the chosen physical
serial interface it is possible to build multidrop networks or point-to-point communication
connections.
There can only be one Modbus master unit on a Modbus serial network. The Modbus
master unit communicates with one Modbus slave unit at a time. Usually the master reads,
or scans, data from the slaves cyclically. The master can also write data or give commands
to the slave units. Each slave unit has a unique unit address. Thus, the master can identify
the slave with which it communicates. The Modbus standard also defines the possibility
for Master broadcast transmissions.
Modbus serial protocol uses two link modes: Modbus RTU and Modbus ASCII. Both
modes are supported by this IED.



(WKHUQHWFRPPXQLFDWLRQ
Modbus communication over Ethernet TCP/IP is of client-server type. This IED operates
as a Modbus server.
Modbus TCP/IP connection is established when the Modbus client opens a TCP socket
connection to the Modbus server. The socket port 502 on the TCP/IP stack is reserved for
Modbus. If the connection request is accepted by the server, the client can start
communicating with the server unit.
IEDs can usually accept several simultaneous Modbus TCP/IP client connections even
though the number of connections is limited. It is possible to configure the IED to only
accept socket connection requests from known client IP addresses.
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$SSOLFDWLRQGDWDLPSOHPHQWDWLRQ
This IED is designed to operate with a wide range of different Modbus masters and clients.
The Modbus memory map offers the possibility to view IED's internal process data in a
simple I/O map style which is mainly aimed at PLC masters and other process automation
devices. Time-tagged, chronological event lists and fault records can be read over the
Modbus interface. These data are more suitable for SCADA type of Modbus masters.
The Modbus standard defines four main memory areas for mapping IED's process data.
Due to its open nature, the Modbus standard does not define exactly what type of data
should be mapped to each memory area. The Modbus mapping approach of the IED
ensures that the same process data are readable from as many Modbus memory areas as
possible. The users may then choose the memory areas that are most suitable for their
Modbus master systems.
All Modbus data in the IEDs can be accessed using command functions belonging to
Modbus conformance classes 0 and 1. This means that most master systems are able to
communicate with the IED.



7HUPVDQGGHILQLWLRQV
Modbus data appears in different memory areas in the Modbus device. The four most
common areas are coils, digital input, input register and holding register. These are also
referred to as 0X, 1X, 3X and 4X areas respectively.
Data within these four areas are addressed from 1 onwards. Modbus defines addressing in
two ways: PLC addressing starts from address 1 and regular Modbus data addressing starts
from 0. For example, a holding register at PLC address 234 can be referred to either as 4X
register 234 or as 40234. The regular Modbus addressing, that is the PLC address
decremented by one, is shown when analyzing the Modbus traffic on the physical network.
Listings and references to the Modbus data in this documentation follow the PLC
addressing scheme. Refer also to the Modbus protocol standard documentation that can be
found for free at www.modbus.org.



'RFXPHQWDWLRQ
The ANSI Modbus point list manuals cover all the 615/620 series variants.
A newer SW version of the same 615/620 series configuration may contain
additional Modbus points.
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0RGEXVOLQNDOWHUQDWLYHV
Modbus communication is possible over the serial communication interface, over the
Ethernet interface, or over both interfaces simultaneously.



6HULDOOLQN
Modbus serial communication requires that the IED variant is equipped with a serial
interface card at the slot X000. The serial interface card can contain one or two serial
interfaces.
The Modbus link mode can be either Modbus RTU or Modbus ASCII.
Modbus serial communication can run on two separate serial ports simultaneously. The
Modbus serial link characteristics can be different on the two ports. This applies also to the
Modbus RTU and ASCII link modes and the unit address.
Documentation concerning the Modbus serial link messages and the
Modbus standard can be obtained from www.modbus.org.



0RGEXVVHULDOOLQNSDUDPHWHUV
Serial link setting parameters can be accessed with PST or via the LHMI path
Configuration > Communication > Modbus.
In the LHMI parameter names end either with number 1 or with number 2.
The numbers refer to two separate serial ports, that is the instances 1 and 2.

$GGUHVV
Each serial link can be given a separate unit address.

(QGGHOD\
The end of message delay, or timeout, is used only in the Modbus RTU link mode.
According to the Modbus standard, an idle period of 3.5 characters, that is the time it takes
to transmit 3.5 characters with the used baud rate, defines the end of a Modbus RTU frame
in the RTU mode. This parameter can be given with the accuracy of one character. The
default setting is three characters but the user can increase or decrease the value.
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In a multidrop RS-485 Modbus network the unit may detect and receive
response messages from other slave units. Thus, consider the minimum
silent time between the response frame and the beginning of master’s next
request frame when setting the end delay in Modbus RTU mode.
This parameter has no meaning in the Modbus ASCII link mode.

6WDUWGHOD\
The intraframe delay on serial Modbus RTU link is defined as a silent interval of 3.5
characters. The delay is essential for Modbus devices to recognize the beginning and end
of each RTU frame. If the end delay is decreased in this IED, the response messages may
be transmitted too fast according to the link standard especially true with slower baud
rates. The start delay parameter adds idle characters before the transmission, thus
increasing the silent interval between the Modbus RTU link frames. The start delay default
setting is four idle (silent) characters.
To set the timing properly, consider also how the other slave units in a
multidrop RS-485 network detect the Modbus traffic between the master
and this IED.

6HULDOSRUW
It is possible to define which serial port is used for separate Modbus serial instances:
COM1 or COM2. The serial communication instance is not active if this parameter is set
to “Not in use.”
If this protocol does not operate as expected, make sure that other serial
protocols are not using the COM port as well.
Baud rate is defined on the serial driver side and are therefore located via
the LHMI paths Configuration > Communication > COM1 and
Configuration > Communication > COM2.



0RGEXVVHULDOGLDJQRVWLFFRXQWHUV
Modbus Serial diagnostic counters can be viewed via the LHMI path Monitoring >
Communication > Modbus > Serial.
Counters related to the possible Modbus serial instances 1...2 have the suffixes 1…2 (N).
The counters show complete Modbus protocol link frames and Modbus errors. The serial
communication drivers (COM1, COM2) maintain their own counters for lower level serial
communication diagnostics.
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6HULDOGLDJQRVWLFFRXQWHUV

&RXQWHU

'HVFULSWLRQ

5HFHLYHGIUDPHV
1

7RWDODPRXQWRIUHFHLYHG0RGEXVIUDPHV)RUH[DPSOHWKH0RGEXVIUDPHVWKDWDUH
DGGUHVVHGWRWKLVLQVWDQFH

7UDQVPLWWHG
IUDPHV1

7RWDODPRXQWRIWUDQVPLWWHG0RGEXVUHVSRQVHV

&NVP(UU1

7RWDODPRXQWRIGHWHFWHG0RGEXVFKHFNVXPHUURUV
7KH0RGEXVLQVWDQFHRQO\FDOFXODWHVFKHFNVXPVRI0RGEXVIUDPHVWKDWFRQWDLQD
SURSHUOLQNDGGUHVV$OORWKHULQFRPLQJ0RGEXVIUDPHVDUHGLVFDUGHG

7UDQVPLWWHG([F
$1

7RWDODPRXQWRIH[FHSWLRQUHVSRQVHVDQG
7KHVHH[FHSWLRQUHVSRQVHVXVXDOO\UHYHDOFRQILJXUDWLRQHUURUVRQWKH0RGEXVFOLHQW
VLGH(LWKHUWKHFOLHQWXVHVDUHTXHVWIXQFWLRQFRGHZKLFKLVQRWVXSSRUWHGRUWKH
UHTXHVWHG0RGEXVSRLQW V GRHVQRWH[LVW

7UDQVPLWWHG([F
%1

7RWDODPRXQWRIH[FHSWLRQUHVSRQVHV
7KHVHH[FHSWLRQVXVXDOO\UHYHDOWKH,('DSSOLFDWLRQOHYHOUHMHFWLRQV7KDWLVWKH,('
DSSOLFDWLRQUHMHFWVWKHUHTXHVWDWWKLVPRPHQWXQGHUWKHFXUUHQWFLUFXPVWDQFHV7KH
H[FHSWLRQFDQDOVRPHDQWKDWWKHYDOXHLQWKH0RGEXVZULWHUHTXHVWLVRXWRIUDQJH

6WDWXV1

6KRZVWKHYDOXHಯ7UXHರLIWKHVHULDOLQVWDQFHLVLQXVH7KLVLQGLFDWHVWKDWWKH0RGEXV
FOLHQWLVFRQQHFWHGDQG0RGEXVPHVVDJHVZKLFKDUHDGGUHVVHGWRWKHGHYLFHDUH
UHFHLYHGUHJXODUO\DWOHDVWZLWKDVHFRQGLQWHUYDORUIDVWHU,QDOORWKHUFDVHVWKLV
YDOXHLVಯ)DOVHರ5HVHWWLQJRIDOOGLDJQRVWLFFRXQWHUVLQWKHLQVWDQFH1LVGRQHE\
ZULWLQJYDOXHಯ7UXHರLQWRWKLVVDPH6WDWXV1REMHFW

&KDUDFWHUIUDPLQJLQGLIIHUHQWVHULDOOLQNPRGHV
According to the Modbus standard, the character length in the Modbus RTU mode should
be 11 bits and in Modbus ASCII mode 10 bits. It is possible to freely define the character
parity: even, odd or no parity. No parity means that the bit length of the serial character is
reduced by one. Thus, the character is compensated with an additional stop bit.
7DEOH

&RGLQJV\VWHP

ELWELQDU\

%LWVSHU
FKDUDFWHU

VWDUWELW
GDWDELWVWKHOHDVWVLJQLILFDQWELWLVVHQWILUVW
ELWIRUHYHQRGGSDULW\QRELWLISDULW\LVQRWXVHG
VWRSELWLISDULW\LVXVHGVWRSELWVLISDULW\LVQRWXVHG

7DEOH



578FKDUDFWHUV

$6&,,FKDUDFWHUV

&RGLQJV\VWHP

7ZR$6&,,FKDUDFWHUVUHSUHVHQWLQJDKH[DGHFLPDOQXPEHU

%LWVSHU
FKDUDFWHU

VWDUWELW
GDWDELWVWKHOHDVWVLJQLILFDQWELWLVVHQWILUVW
ELWIRUHYHQRGGSDULW\QRELWLISDULW\LVQRWXVHG
VWRSELWLISDULW\LVXVHGVWRSELWVLISDULW\LVQRWXVHG

7&3,3OLQN
The IED operates as a Modbus TCP/IP server. A Modbus TCP/IP client can establish a
connection to the IED through the standardized TCP socket port 502.
The Modbus TCP/IP interface of the IED can be configured to accept several simultaneous
Modbus client connections. It is possible to grant connections only to the predefined
TCP/IP clients. The write authority of the Modbus TCP/IP client is configurable.

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO



6HFWLRQ
9HQGRUVSHFLILFLPSOHPHQWDWLRQ

0$&0%)

Modbus TCP usually shares the Ethernet connection with the other
Ethernet based protocols of the IED. The number of Ethernet based clients
that can be simultaneously connected to the IED is restricted.



7&3,3LQWHUIDFHFRQILJXUDWLRQ
The Modbus TCP/IP protocol uses the Ethernet interface. The general setup parameters of
Ethernet, for example the IED's own IP address, are found via the LHMI path
Configuration > Communication > Ethernet.

&OLHQWFRQQHFWLRQV
The Modbus TCP/IP server accepts as many simultaneous client connections as defined
with the Max TCP/IP clients parameter:
• The setting range for the parameter is 0...5.
• If the parameter value is zero, the Modbus TCP/IP server connection is not in use.
• The parameter works in conjunction with the parameters of a registered Modbus
TCP/IP client.
When client X reconnects, the old connection of that client is disconnected and the new
connection is accepted to avoid zombie clients. When the maximum number of clients are
connected, a new connection request is handled as follows:
• If there are unregistered clients connected, the one with the longest silent period is
disconnected and a new connection is accepted.
• If there are only registered clients connected, the new connection request is rejected.
It is possible to predefine the client or clients which are always granted Modbus TCP/IP
connections by registering the clients' IP addresses. For example, if four concurrent
connections are allowed and three of them are registered, they are seen as Client
connection 1...Client connection 3. These three registered connections are then dedicated
to certain clients only and the fourth connection is available to other clients.

&OLHQW,3DGGUHVVHV
There are five Modbus setting parameters for Modbus client IP addresses. The parameter
value “0.0.0.0” indicates that the client IP address is not defined.
If there are, for example, four available TCP/IP connections defined and one of the
connections is to be dedicated for a certain client X, enter the client X's IP address to the
Client IP1 parameter. The IP addresses of the Modbus clients 2...4 can be set to “0.0.0.0”.
The setting of the Modbus client5 IP address has no meaning in this example as the
connection is not in use. In this example, the TCP/IP session 1 is dedicated to the client X
which means that this registered client X is always able to connect to the IED.
Unregistered clients can connect to sessions 2...4. However, an unregistered client
connection request can be rejected if sessions 2...4 are already occupied. The write
authority can also be assigned differently for registered TCP/IP clients.
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&OLHQW VZULWHDXWKRULW\
The registering of a Modbus client affects the client's write authority and the reading of
latched Modbus data.
The TCP write authority parameter can be set to three different states:
• 0 = No write authority for any Modbus TCP/IP client
• 1 = Write authority only for registered Modbus TCP/IP clients
• 2 = Write authority for all Modbus TCP/IP clients
The possible blocking of write operation does not include the selection write operation that
has to be done to read out Modbus event and fault record structures.



0RGEXV7&3,3GLDJQRVWLFFRXQWHUV
Modbus TCP/IP counters can be viewed via the LHMI path Monitoring >
Communication > Modbus > Ethernet.
Counters related to the possible Modbus TCP/IP instances 1...5 have the suffixes 1…5 (N).
The counters show the complete Modbus protocol link frames and Modbus errors. The
Ethernet communication driver maintains its own counters for lower level communication
diagnostics.
7DEOH

7&3,3GLDJQRVWLFFRXQWHUV

&RXQWHU

'HVFULSWLRQ

5HFHLYHGIUDPHV
1

7RWDODPRXQWRIUHFHLYHG0RGEXVIUDPHV

7UDQVPLWWHG
IUDPHV1

7RWDODPRXQWRIWUDQVPLWWHG0RGEXVUHVSRQVHV

7UDQVPLWWHG([F
$1

7RWDODPRXQWRIH[FHSWLRQUHVSRQVHVDQG7KHVHH[FHSWLRQUHVSRQVHVXVXDOO\
UHYHDOFRQILJXUDWLRQHUURUVRQWKH0RGEXVFOLHQWಬVVLGH

7UDQVPLWWHG([F
%1

7RWDODPRXQWRIH[FHSWLRQUHVSRQVHV7KHVHH[FHSWLRQVUHYHDOWKH,('DSSOLFDWLRQ
OHYHOUHMHFWLRQV

6WDWXV1

6KRZVWKHYDOXHಯ7UXHರLIWKH7&3,3RUVHULDOLQVWDQFHLVLQXVH7KLVPHDQVWKDWD
0RGEXVFOLHQWKDVFRQQHFWHGWRWKH7&3VRFNHWDQG0RGEXV7&3PHVVDJHVDUH
UHFHLYHGUHJXODUO\DWOHDVWZLWKDVHFRQGLQWHUYDORUIDVWHU,QDOORWKHUFDVHVWKLV
YDOXHVKRZVಯ)DOVHರ5HVHWWLQJRIDOOGLDJQRVWLFFRXQWHUVLQWKHLQVWDQFH1LVGRQHE\
ZULWLQJYDOXHಯ7UXHರLQWRWKLVVDPH6WDWXV1REMHFW

The counters and status of an instance N are reset when the client makes a TCP socket
disconnection or if the TCP socket connection keep alive times out.
The common (instance independent) Modbus TCP/IP diagnostic counters can be reset
separately by writing the value 0 into them.
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&RPPRQ LQVWDQFHLQGHSHQGHQW 0RGEXV7&3,3GLDJQRVWLFFRXQWHUV

&RXQWHU

'HVFULSWLRQ

&Q5HMHFW1R
VRFNHWV

7KHDPRXQWRIFRQQHFWLRQUHTXHVWVWKDWDUHUHMHFWHGGXHWRXQDYDLODEOH7&3VRFNHWV

&Q5HMHFW1RWUHJ

7KHDPRXQWRIFRQQHFWLRQUHTXHVWVWKDWDUHUHMHFWHGVLQFHWKHFOLHQWLVQRWUHJLVWHUHG



6XSSRUWHGIXQFWLRQFRGHV



$SSOLFDWLRQIXQFWLRQV
7DEOH



6XSSRUWHGDSSOLFDWLRQIXQFWLRQV

)XQFWLRQ
FRGH

1DPH

'HVFULSWLRQ



5HDGFRLOVWDWXV

5HDGVWKHVWDWXVRIGLVFUHWHRXWSXWV



5HDGGLJLWDOLQSXWVWDWXV

5HDGVWKHVWDWXVRIGLVFUHWHLQSXWV



5HDGKROGLQJUHJLVWHUV

5HDGVWKHFRQWHQWVRIRXWSXWUHJLVWHUV



5HDGLQSXWUHJLVWHUV

5HDGVWKHFRQWHQWVRILQSXWUHJLVWHUV



)RUFHVLQJOHFRLO

6HWVWKHVWDWXVRIDGLVFUHWHRXWSXW



3UHVHWVLQJOHUHJLVWHU

6HWVWKHYDOXHRIDKROGLQJUHJLVWHU



'LDJQRVWLFV

&KHFNVWKHFRPPXQLFDWLRQV\VWHPEHWZHHQ
WKHPDVWHUDQGWKHVODYH



)RUFHPXOWLSOHFRLOV

6HWVWKHVWDWXVRIPXOWLSOHGLVFUHWHRXWSXWV



3UHVHWPXOWLSOHUHJLVWHUV

6HWVWKHYDOXHRIPXOWLSOHKROGLQJUHJLVWHUV



5HDGZULWHKROGLQJUHJLVWHUV

([FKDQJHVKROGLQJUHJLVWHUVLQRQHTXHU\

'LDJQRVWLFIXQFWLRQV
The diagnostic functions are only intended for serial communication. However, the serial
diagnostic counters can be read, but not reset, via the Modbus TCP/IP interface. The serial
line cannot be forced to the listen mode via the Modbus TCP/IP interface.
7DEOH



6XSSRUWHGGLDJQRVWLFVXEIXQFWLRQV

)XQFWLRQ
FRGH

1DPH

'HVFULSWLRQ



5HWXUQTXHU\GDWD

7KHGDWDLQWKHTXHU\GDWDILHOGLVUHWXUQHG
ORRSHGEDFN LQWKHUHVSRQVH7KHHQWLUH
UHVSRQVHLVLGHQWLFDOWRWKHTXHU\



5HVWDUWFRPPXQLFDWLRQRSWLRQ

7KHVODYHVSHULSKHUDOSRUWLVLQLWLDOL]HGDQG
UHVWDUWHGDQGWKHFRPPXQLFDWLRQHYHQW
FRXQWHUVDUHFOHDUHG%HIRUHWKLVDQRUPDO
UHVSRQVHZLOOEHVHQWSURYLGHGWKDWWKHSRUW
LVQRWLQWKHOLVWHQRQO\PRGH,IWKHSRUWLVLQ
WKHOLVWHQRQO\PRGHQRUHVSRQVHZLOOEH
VHQW



)RUFHOLVWHQRQO\PRGH

7KHVODYHLVIRUFHGWRHQWHUWKHOLVWHQRQO\
PRGHIRU0RGEXVFRPPXQLFDWLRQ



&OHDUFRXQWHUVDQGGLDJQRVWLFUHJLVWHU

$OOFRXQWHUVDQGWKHGLDJQRVWLFUHJLVWHUDUH
FOHDUHG
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5HWXUQEXVPHVVDJHFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI
PHVVDJHVLQWKHFRPPXQLFDWLRQV\VWHP
GHWHFWHGE\WKHVODYHVLQFHLWVODVWUHVWDUW
FOHDUFRXQWHUVRSHUDWLRQDQGSRZHUXS



5HWXUQEXVFRPPXQLFDWLRQHUURUFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI&5&
HUURUVHQFRXQWHUHGE\WKHVODYHVLQFHLWVODVW
UHVWDUWFOHDUFRXQWHUVRSHUDWLRQDQGSRZHU
XS



5HWXUQEXVH[FHSWLRQHUURUFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI0RGEXV
H[FHSWLRQUHVSRQVHVVHQWE\WKHVODYHVLQFH
LWVODVWUHVWDUWFOHDUFRXQWHUVRSHUDWLRQDQG
SRZHUXS



5HWXUQVODYHPHVVDJHFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI
PHVVDJHVDGGUHVVHGWRWKHVODYHRU
EURDGFDVWZKLFKWKHVODYHKDVSURFHVVHG
VLQFHLWVODVWUHVWDUWFOHDUFRXQWHUVRSHUDWLRQ
RUSRZHUXS



5HWXUQVODYHQRUHVSRQVHFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI
PHVVDJHVDGGUHVVHGWRWKHVODYHIRUZKLFKD
UHVSRQVH QHLWKHUDQRUPDOUHVSRQVHQRUDQ
H[FHSWLRQUHVSRQVH KDVQRWEHHQVHQWVLQFH
LWVODVWUHVWDUWFOHDUFRXQWHUVRSHUDWLRQRU
SRZHUXS



5HWXUQVODYH1$&.UHVSRQVHFRXQW

7KHQXPEHURIPHVVDJHVDGGUHVVHGWRWKH
VODYHIRUZKLFKDQHJDWLYHDFNQRZOHGJHPHQW
UHVSRQVHKDVEHHQVHQWLVUHWXUQHGLQWKH
UHVSRQVH



5HWXUQEXVFKDUDFWHURYHUUXQFRXQW

7KHUHVSRQVHUHWXUQVWKHQXPEHURI
PHVVDJHVDGGUHVVHGWRWKHVODYHIRUZKLFKLW
KDVQRWEHHQDEOHWRVHQGDUHVSRQVHGXHWR
DFKDUDFWHURYHUUXQVLQFHLWVODVWUHVWDUW
FOHDUFRXQWHUVRSHUDWLRQRUSRZHUXS
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([FHSWLRQFRGHV
7DEOH

6XSSRUWHGH[FHSWLRQFRGHV

)XQFWLRQ
FRGH

1DPH

'HVFULSWLRQ



,OOHJDOIXQFWLRQ

7KHVODYHGRHVQRWVXSSRUWWKHUHTXHVWHG
IXQFWLRQ



,OOHJDOGDWDDGGUHVV

7KHVODYHGRHVQRWVXSSRUWWKHGDWDDGGUHVV
RUWKHQXPEHURILWHPVLQWKHTXHU\LV
LQFRUUHFW



,OOHJDOGDWDYDOXH

$YDOXHFRQWDLQHGLQWKHTXHU\GDWDILHOGLV
RXWRIUDQJH



$SSOLFDWLRQGDWD



0RGEXVGDWDREMHFWV
The Modbus protocol in 615/620 series IEDs is built on top of the internal IEC 61850 data
model. Thus, the Modbus application data objects, proprietary events and MCD bits are
derived from IEC 61850 data objects and data set reporting. The 615/620 series IEDs have
a predefined IEC 61850 data set configuration. In other words, it is predefined which
internal data object changes the 615/620 series IEDs detect.
The available Modbus indications in the 615/620 series IEDs are generally selected from
the IEC 61850 indications residing in data sets. Objects that do not reside in any data set
are updated to the Modbus database slower. This concerns, for example, some measurand
register values. Fast changes in these object values may not be detected or propagated to
the Modbus database. However, the latest value of these objects is always found in the
Modbus database. The DS column in the Modbus point list manual shows if the object
resides in some data set as a default.
For a list of the available data objects, see the point list manual.



0RGEXVGDWDLPSOHPHQWDWLRQ
The numeric register locations used in this section are for example
purposes only. The genuine Modbus register locations are located in the
IED's memory map.
The IED is internally modelled according to the IEC 61850 standard. The Modbus
protocol is implemented on top of this model. However, all features of the IEC61850 data
model are not available through the Modbus interface.
The Modbus protocol standard defines one bit digital data and 16 bit register data as the
application data alternatives but it does not define exactly how the digital data and the
register data should be used by the application. Instead, the choice of the usage is left to
the IEDs implementation.
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&KDQJHHYHQWVDQGWLPHV\QFKURQL]DWLRQ
The Modbus standard does not define event reporting or time synchronization procedures.
Proprietary solutions have been introduced in this IED to support these functionalities.

&RQWURORSHUDWLRQV
The Modbus standard defines data types 0X for coils and 4X for holding registers to be
used for control operations.
Depending on the controlled object, the control operations may be of direct-operate or
select-before-operate type. Control operations include automatic checking for
authorization, local and remote blockings and preventing simultaneous controlling by
multiple clients.

$SSOLFDWLRQGDWDFRPSDWLELOLW\
This IED is designed to operate with a wide range of Modbus masters spanning from
industrial PLCs to substation SCADA devices. The application solutions have been chosen
to achieve the highest possible level of compatibility with these systems:
• Application data are readable in many different Modbus memory areas. Digital data
are readable as bits or packed bits in registers.
• Both 16 and 32 bit register sizes are used for measurands.
• The proprietary Modbus event buffer can be read in many different ways. A master
can continuously read and log change events in real time or, for example, read out the
n latest events on demand.
• Change detect data can be used as an alternative to the event record reading to catch
fast indication data transitions between the master scans.
• The Modbus fault record gives a summary of the captured analog quantities and
protection stages picking up and possibly tripping during a fault.
• The addressing of the application data in the documentation and tools follows the
so-called Modbus-PLC addressing principle where the base address 1 is used. The
application data addressing in this IED spans only between the locations 1 and 9999.
• UDRs are not yet supported in ANSI IEDs.



'DWDPDSSLQJSULQFLSOHV
Modbus data is organized sequentially. This is the most efficient organization method
since the master normally scans the Modbus data in blocks.



'DWDLQPRQLWRULQJGLUHFWLRQ
All data in the monitoring direction is available through the 4X memory area. This
includes the digital indication data which is also readable in the 1X and 0X areas.
All register structures are located in the 4X area.
The Modbus data may contain empty bits or registers within the sequential data areas.
These bits and registers are intended for possible future expansion. Reading this data does
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not result in any Modbus exception response. The value in these bits or registers is always
zero.



2QHELWGDWDPDSSLQJ
All one bit data in the IED is readable either from the 0X or 1X memory area. The Modbus
bit point addresses are similar regardless of the memory area.One bit data is also available
in 4X register memory area as bit packed 16 bit registers. The bit locations follow a pattern
similar to the 0X and 1X locations.



'DWDLQFRQWUROGLUHFWLRQ
IED controls, set points and acknowledgements are mapped to Modbus 0X data (coils).
Coils can only be operated one by one.
Currently the ANSI implementation of controls via the Modbus protocol are restricted to
the 4X registers map.
Some control bits are packed bits in the 4X control register structures. The 4X control
structure contains a password which has to be given before starting control operations.



'LJLWDOLQSXWGDWD
Indication signals related to protection applications often change rapidly. Thus, the
Modbus master might not be able to detect all changes.

0RPHQWDU\DQGPRPHQWDU\FKDQJHGHWHFWELWV
In this IED, indications are presented as two adjacent Modbus bits in the Modbus memory
map. The two bits represent the momentary position and the momentary change detect
state of the indication.

MOM

MCD

)LJXUH

&KDQJHGHWHFWLRQELW

If the momentary value of an indication bit has changed two times or more since the master
last read it, the MCD bit is set to one. When the MCD bit has been read, it is reset to zero.
Since indications usually are 1-active, it is easy to detect an indication activation by
combining the MOM and MCD bits using a logical OR operation (MOM+MCD). The
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momentary position bit and the MCD bit of a certain indication point always occur as pairs
in the Modbus memory map.
Observe that the MCD bit states are client dependent. The MCD bit is only reset for the
specific Modbus client that reads it. Thus, other Modbus clients may still receive value one
from the same MCD bit when it is read.
MOM indication changes are captured in the IED's sequential Modbus event buffer.
Additionally, the Modbus event buffer provides a time stamp and chronology of indication
changes.



0XOWLSOHGLJLWDOLQSXWVPDSSLQJ
Digital inputs related to two-bit DPC or DPS objects, for instance circuit breaker and
disconnectors, have a multiple mapping in the Modbus address space. The objects’ open
and close bits are coded as MOM+MCD bit pair entities. The MCD bits reveals if the
object has changed its position several times since the Modbus master last scanned it. In
addition, the open and close bits are also coded using MOM values only, among with a
fault bit. The fault bit is set to “1” when the object is in intermediate (00) or faulty (11)
position.
7DEOH

%LWWUHDWPHQW

%LWV

7UHDWPHQW

&ORVH020

2QHELWHQWLW\

&ORVH0&'
2SHQ020

2QHELWHQWLW\

2SHQ0&'

&ORVH020

2QHELWHQWLW\

2SHQ020

2QHELWHQWLW\

)DXOW\SRVLWLRQ020

2QHELWHQWLW\



The MOM values are identical in each entity. The MCD bit is only reset if the MOM bit
in the same entity is read.



0HDVXUDQGUHJLVWHUV
The Modbus measurands are located in the Modbus register area. The measurands are
readable from 4X areas.
The formula for calculating the Modbus register value is:
Modbus value = ( IEC61850Value x scaleFactor)+ Offset

(Equation 1)

The range of the original IEC 61850 value can be seen in the Modbus memory map point
list.
All frequently updated data are readable from a sequential data area. Additionally, there is
a separate sequential data area for measurands and counters with a slow update rate.
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3ULPDU\DQGSHUXQLWYDOXHV
Measurands originating from CT measurements can be obtained from the IED in two
ways. They can be viewed either as primary values or as per-unit values.
The primary values are represented internally as decimal numbers. The primary units are
[A] for current. The internal representation of the per-unit values is always 1.0 at nominal
current. A typical range for a per-unit value is 0.00...40.00, that is 0 to 40 times nominal.
If the primary value representation is selected but no CT ratio parameters
are configured in the IED, the Modbus values remain as per-unit values.



5HJLVWHUVL]HV
In most cases the measurands or counters are located in single 16 bit registers. The
measurands are either unsigned or signed two's complement values while the counters are
always unsigned values.
In some rare cases the measurands or counter values can be located in two consecutive
registers, thus forming a single 32 bit integer value. The 32 bit value is always coded so
that the high word part, that means the higher 16 bits, is located first in the lower register
address. The low word part, that means the lower 16 bits, is then always in the next register
address.
Register sizes and types are clearly stated in the Modbus memory map list.



7LPHRIXSGDWH
Some Modbus values may have a time structure attached to their values in the Modbus
memory map. This is often the case with demand measurement values. The time structure
shows the time when the value was last updated.
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1RWXVHG



&RQWURORSHUDWLRQV
Refer to the Modbus control objects' memory map for the available control objects.
Control operations are supported via the 4X registers.
The control objects in this IED are either single point or double point control objects.

6LQJOHSRLQWFRQWUROREMHFWRXWSXWW\SHV
Single point control objects can be either pulse outputs or persistent outputs.
The Modbus client can only write “1” to the pulse outputs. This write operation activates
the control operation and there is no need for the Modbus client to ever write “0” to the
object.
The Modbus client can write both “1” and “0” to the persistent outputs. Therefore, the
persistent outputs have two defined levels: “0” and “1”.
Most of the outputs in this IED are pulse outputs.

&RQWURORSHUDWLRQPRGHV
This IED supports two control models: direct-operate and select-before-operate. The
single point control objects in this IED are of direct-operate type. The double point control
objects can be configured either into the direct-operate or select-before-operate mode.
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An output cannot support both direct-operate and select-before-operate
modes at the same time.
The double point select-before-operate mode is usually used for the circuit breaker
operations. It consists of four controllable objects:
• Select open
• Select close
• Cancel selection
• Operate (=execute) selection
Direct operate of a double point object consists of two controllable objects:
• Direct open (writing a “1” value opens the circuit breaker, writing a “0” value closes
the circuit breaker)
• Direct close (writing a “1” value closes the circuit breaker, writing a “0” value opens
the circuit breaker)
Direct operate of a double point object is always possible.
Select-before-operate control is possible if the controllable object's control
model is set to “sbo-with-enhanced-sequrity”.



&RQWUROIXQFWLRQV
Only controls made through 4x register structures are supported in RE_615 ANSI. The
circuit breaker can be operated via Modbus by using a function codes 06,16 or 23.
Only one control bit can be operated at a time when the 4X control structures are used.

([FHSWLRQFRGHV
Only a few exception code alternatives exist for the write coil and write register requests
in Modbus:
• 01 = illegal function
• 02 = illegal address
• 03 = illegal value
The exception code 03 is also returned if a command operation is rejected due to the IED's
other internal reasons. The client can find the code for the internal rejecting reason in the
SSR6 register.
Internal control rejection reasons with coils may be, for example:
• The client has no write authority.
• The IED is in local state.
• The control operation is already reserved by another client and thus blocked.
If a positive acknowledgement is returned, the control command has been initiated by the
IED.
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&RQWURORSHUDWLRQVWKURXJK;UHJLVWHUVWUXFWXUHV
The control outputs can be operated through the control structures in the 4X register area.
This means that the control output is also located as a bit within the value and bit mask
registers of the 4X control structure. Although usually less, there may be up to eight
control structures defined in the IED.
The control structure operations can be controlled with passwords. As a default, no
passwords exist for the structures. Any four character ASCII string can be used as a
password. The password string “****” with four asterisks, that is ASCII code 42, indicates
that a password is not used.
7DEOH

6LQJOHFRQWUROVWUXFWXUH

/RFDWLRQ

0HDQLQJ

[5HJ1

([HFXWHUHJLVWHU

[5HJ1

3DVVZRUGUHJLVWHUKLJKWZR$6&,,FKDUDFWHUV

[5HJ1

3DVVZRUGUHJLVWHUORZWZR$6&,,FKDUDFWHUV

[5HJ1

&RQWUROUHJLVWHU

[5HJ1

&RQILUPDWLRQUHJLVWHU

With the control operations the client must assemble the control structure register values
and write them into the IED.
Execute register
Control step (select, execute or cancel) is executed when value “1” is written into this
register.
Password register 1
If a password is defined, the two first ASCII characters of the four character password are
written into this register: the first character into the higher byte and the second character
into the lower byte of the register. If no password is defined for the control structure, this
register is not checked by the IED.
Password register 2
If a password is defined, the two last ASCII characters of the four character password are
written into this register: the third character into the higher byte and the fourth character
into the lower byte of the register. If no password is defined for the control structure, this
register is not checked by the IED.
Control register
Set the register bit corresponding to the output to the proper write value. For pulse type
outputs the value is always “1”.
Confirmation register
Set the register bit corresponding to the object to be operated to “1”. All other bits must be
set to zero.
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&RQWUROVWUXFWXUHUHJLVWHUDVVHPEOLQJRUGHU
The Modbus client can assemble all the control structure registers and write them in one
multiple registers write function 16 request.
The Modbus client can also write the registers in several separate transactions or even one
by one using registers write function 06. The execute register has to be written last and no
more than 15 seconds may elapse between the separate register writes. The control
structure operation will time out after 15 seconds after the last register write. The timeout
between select and operate steps is fixed to 15 seconds regardless of the controllable
object’s configured timeout value.
If several clients are allowed to perform control operations simultaneously,
this method should not be used by more than one of the multiple clients in
question.

([FHSWLRQFRGHV
Only a few exception code alternatives exist for control structures:
• 01 = illegal function
• 02 = illegal address
• 03 = illegal value
The exception code 03 is also returned if a command operation is rejected due to the IED's
other internal reasons. The client can find the code for the internal rejecting reason in the
SSR6 register.
For example. the primary internal rejection reasons for control structure write operations
may be that:
• The Modbus control structure write has timed out (15 sec).
• The client has no write authority.
• The IED is in the local state.
• The control operation is blocked, that means already reserved, by another client.
If a positive acknowledgement is returned, the control command has been initiated inside
the IED.



$GGLWLRQDOFRQWURORSHUDWLRQV
6HFXUHGDQGXQVHFXUHGFRQWURORSHUDWLRQV
If the control command initiates an object that is internally defined to perform a secured
control operation, the SSR6 register CmdState bits will show “Command In Progress”
during the actual control operation. Once the command sequence is over, the SSR6
command state bits change to “Response Ready”. The contents of the SSR6
CmdResultCode can then be examined.
In unsecured operation mode, the positive confirmation response to a Modbus command
request is based on the internal, IEC 61850 level, positive activation confirmation and not



VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

6HFWLRQ
9HQGRUVSHFLILFLPSOHPHQWDWLRQ

0$&0%)

on the command termination confirmation. In secured operation mode, the Modbus
command response is always based on the termination confirmation.
The update of the SSR6 bits (sequence number + command state) is based on the
termination confirmation in both operation modes. If a new control operation is issued by
the client before the previous command has been concluded, that is before the SSR6 has
been updated, the operation is rejected because the command operation still in progress.

/RFDWLRQRIFRQWUROVWUXFWXUHV
One or several control structures may be defined in the IED. If there are several control
structures, they are located one after another in the Modbus 4X memory map. Refer to the
IED's Modbus memory map for the actual locations of control structures.



6\VWHPVWDWXVUHJLVWHUV
See Modbus ANSI point list manuals for specific register locations.
7DEOH



6\VWHPVWDWXVUHJLVWHUV

5HJLVWHU

'HVFULSWLRQ

$GGUHVV

665

'HYLFHKHDOWK

[[[[

665

'HYLFHPRGH

[[[[

665

'DWDDYDLODEOH

[[[[

665

'DWDDYDLODEOH

[[[[

665

'HYLFHDOLYHFRXQWHU

[[[[

665

/DVWFRPPDQGUHVXOW

[[[[

665
The bits in SSR1 are common for all Modbus clients. The bits in SSR1 give an overview
of the IEDs health. If a specific bit in this register is “1”, it signifies a warning or an error
in the hardware entity in question.
More specific warning and error codes can be read from elsewhere in the
Modbus memory. Refer to the Modbus memory map for these register
locations.
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7DEOH

ELW665UHJLVWHU

%LW

0HDQLQJ



'HYLFHJOREDOZDUQLQJ



'HYLFHJOREDOHUURU



6ORW ; ZDUQLQJRUHUURU



6ORW ; ZDUQLQJRUHUURU



6ORW ; ZDUQLQJRUHUURU



6ORW ; ZDUQLQJRUHUURU



6ORW ; ZDUQLQJRUHUURU
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 QRWXVHG

665
The bit values in SSR2 are common for all Modbus clients. The bits give an overview of
the IED's mode. For example, bit 6 is activated if the IED's configured time
synchronization source is lost.
7DEOH

ELW665UHJLVWHU

%LW

7HVWPRGH  'HYLFHLVVHWLQWRWHVWPRGH



/RFDO5HPRWH2II  2Q 2II



/RFDO5HPRWHVWDWH  5HPRWH /RFDORQO\UHOHYDQWLI%LW 



$FWLYHVHWWLQJSDUDPHWHUVHWWLQJJURXS ELW /6%
 6HWWLQJJURXS
 6HWWLQJJURXS
 6HWWLQJJURXS
 6HWWLQJJURXS



,('WLPHV\QFKURQL]DWLRQIDLOXUH  )DLOXUH



 QRWXVHG



/DVWUHVHWFDXVH  3RZHUUHVHW



/DVWUHVHWFDXVH  :DWFKGRJUHVHW



/DVWUHVHWFDXVH  :DUPUHVHW





0HDQLQJ



 QRWXVHG

665
The bit values in the SSR3 register are Modbus client dependent.
Bits 0 and 1 are set to “1” as long as the client in question has not read out the available
Modbus event or fault records.
Bit 4 is set to “1” if any momentary bit has been updated in the Modbus memory map. The
bit is reset when the client reads the register.
Bit 5 is set to “1” if any MCD bit has been set in the Modbus memory map. The bit is reset
when the client reads the register.
Bit 6 is set to “1” to indicate the device restart. The bit is reset when the client reads this
register.
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Bit 8 is set to “1” when an event record has been recorded. The bit is reset when the client
writes the reset code 4 to the event record selection register.
Bit 9 is set to “1” when a fault record has been recorded. The bit is reset when the client
writes the reset code 4 to the fault record selection register.
7DEOH

ELW665UHJLVWHU

%LW

8QUHDGHYHQWUHFRUGVDYDLODEOH



8QUHDGIDXOWUHFRUGVDYDLODEOH



 QRWXVHG



 QRWXVHG



$Q\020ELWXSGDWHG



$Q\LQGLFDWLRQ0&'ELWVHW



'HYLFHUHVWDUWELW



 QRWXVHG



(YHQWUHFRUGUHDG\IRUUHDGLQJ



)DXOWUHFRUGUHDG\IRUUHDGLQJ





0HDQLQJ



 QRWXVHG

665
The bit values in SSR4 are Modbus client dependent.
Bits 0...15 in the SSR4 registers correspond to different data categories in the regular
Modbus memory map. Bit 0 corresponds to data category 1, bit 1 to data category 2 and
so on.
If a bit is set to “1”, some data belonging to the category in question has changed since the
client last scanned the register. The SSR4 bit or bits are cleared when the register is read.
The data category number for each Modbus data is shown in the Modbus memory map.
The meaning of the category number is available in a separate table. If the data have not
been assigned to any category, the data category number for that data is set to “0”.
See the point list manuals for data categories specific to ANSI IEDs.
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0HDQLQJ

'DWDFDWHJRU\



'DWDLQFDWHJRU\FKDQJHG

 3K\VLFDOLQSXWV



'DWDLQFDWHJRU\FKDQJHG

 3URWHFWLRQIXQFWLRQSLFNXSWULS



'DWDLQFDWHJRU\FKDQJHG

 /('$ODUP



'DWDLQFDWHJRU\FKDQJHG

 1HZGLVWXUEDQFHUHFRUGDYDLODEOH



'DWDLQFDWHJRU\FKDQJHG

 1HZGHPDQGYDOXHV



'DWDLQFDWHJRU\FKDQJHG

 1HZSHDNGHPDQGYDOXHV



'DWDLQFDWHJRU\FKDQJHG





'DWDLQFDWHJRU\FKDQJHG





'DWDLQFDWHJRU\FKDQJHG





'DWDLQFDWHJRU\FKDQJHG
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'DWDLQFDWHJRU\FKDQJHG
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665
SSR5 is a device alive counter. SSR5 simply counts upwards from 0 to 65535 and then
starts over. The meaning of this register is to assure that the device is actually operating.



665
SSR6 is a last command register. This client dependent SSR6 register shows the result of
a specific client's last write attempt. This is especially useful if the exception code 03
appears or if the command initiates a secured control operation. The client will only see its
own results, not the results of other clients. A client with no write authority will receive a
0x0000 value response when reading this register.
7DEOH

ELW665UHJLVWHU

&OLHQW&PG6(41R








&PG6WDWH

5HVS7\SH

&0'5HVXOW&RGH

























ClientCmdSEQNo
Counts the client's control operations from 0000...1111, that is 0...15, and then starts over.
CmdState
00 = No write command has ever been issued by this client
01 = Command in progress
11 = Response Ready
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RespType
01 = Unsecured control response
10 = Secured control response
11 = Modbus 03 exception response valid. CMDResultCode is in this case 0. The reason
for the 03 exception is an invalid written value.
7DEOH



&0'5HVXOW&RGH

&RGH

0HDQLQJ



2.



'HYLFHLQORFDOPRGH



&RQWURORSHUDWLRQUHVHUYHGE\DQRWKHUFOLHQW



6HOHFWWLPHRXWRU([HFXWH&DQFHOZLWKRXWVHOHFW



&RQWURORSHUDWLRQLQWHUQDOO\EORFNHG



&RQWURORSHUDWLRQWLPHGRXW



2WKHUUHDVRQ

(YHQWUHFRUGV
The IED creates a Modbus event record when a momentary digital input bit changes its
value. The IED then stores the changed Modbus bit location and value into the Modbus
event record buffer. The event time tag is also stored into the record. The time tag includes
a full time stamp from a year down to milliseconds.
The size of the IED's internal Modbus event record buffer is 500 events. The 500 latest
events are at any time readable from the IED. When the Modbus event record buffer
becomes full, the IED overwrites the oldest event records in the buffer.

0XOWLSOHFOLHQWVVXSSRUW
Several Modbus clients can independently of one another read out Modbus event records
from the IED. The Modbus event buffer keeps track of where in the event buffer the
different clients are reading at the moment. Clients are identified either by the serial port
from where the requests are issued or by the client's IP address in the TCP/IP network. Up
to 25 different IP addresses are memorized by the IED.

0XOWLSOHHYHQWVUHDGLQJEDFNZDUGVFRPSDWLELOLW\
The original 615/620 series event reading concept only allowed reading out one event
structure at a time. In later 615/620 series IED versions this was extended to include up to
10 event structures at a time. Multiple event structures reading adds one Modbus register,
“Num of event records in multiple event reading”, that normally should contain the
amount of event structures to be read. However, it is not necessary to write a “1” into this
register if the client only wants to read one event at a time. This feature provides
backwards compatibility with the original event reading concept.



6LQJOHHYHQWUHFRUGVWUXFWXUH
See Modbus ANSI point list manuals for specific event record structure mappings.
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(YHQWUHFRUGVWUXFWXUH

$GGUHVV

5HJLVWHU

9DOXHV

&RPPHQW

[[[[

(YHQWVHOHFWLRQ

DQG

:ULWHUHJLVWHU

[[[[

6HTXHQFH1XPEHU



[[[[

8QUHDGUHFRUGVOHIW



[[[[

7LPH6WDPS
<HDU0RQWK

+LJKE\WH\HDUORZE\WHPRQWK

[[[[

7LPH6WDPS 'D\
+RXU

+LJKE\WHGD\ORZE\WHKRXU

[[[[

7LPH6WDPS 0LQ6HF

+LJKE\WHPLQORZE\WHVHFRQG

[[[[

7LPH6WDPS
0LOOLVHFRQGV

:RUGPLOOLVHFRQGV 

[[[[

(YHQWW\SH

[[[[

'DWD2EMHFW,'

RU8,'KLJKZRUG

[[[[

'DWD2EMHFW,'

0RGEXVDGGUHVVRU8,'ORZ
ZRUG

[[[[

'DWD9DOXH

0RGEXVGDWDYDOXH

[[[[

'DWD9DOXH

6HHVHSDUDWHGHVFULSWLRQ
6HHVHSDUDWHGHVFULSWLRQ

9DOXHLQWRZKLFKREMHFWKDV
FKDQJHG
$GGLWLRQDOGDWD

The event record can have two different data object identification alternatives. The data
object can be identified by the Modbus address on which the object resides or it can be
identified by a unique id which is platform dependent.
The identification alternative is selected with the Modbus parameter Event ID.



6LQJOHHYHQWUHFRUGUHDGLQJ
As long as there are unread Modbus events available for the Modbus client in question, bit
0 of Modbus SSR3 register remains “1”.
Events are read in two steps. First, the client writes a selection code to the Event selection
register. The selection code defines the type of read operation that the client wants to
perform. The selected event record is loaded by the IED into the following 11 registers.
Second, the client reads out the 11 registers in one multiple register read operation.
Event records can be read by using two commands, function 5 for the write
operation and function 6 for the read operation, or by using function 23 that
includes write and read operations in the same transaction.
If event records are read by using two commands, the positive confirmation
to the write select operation tells the client that an event record has been
loaded for reading. Another way to detect the positive confirmation is by
monitoring the state of SSR3 bit 8.

6HOHFWLRQFRGH5HDGLQJWKHROGHVWXQUHDGUHFRUG
When writing the selection code 1, the IED first checks the client. If the client has read
events before, the IED knows which internal event has been sent to this specific client
during the last reading. The IED then loads the next event, that is the oldest unread event,
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into the next 11 registers. If this is the first time the client reads events from the IED, the
oldest event of the Modbus event buffer is loaded into the 11 event record registers.

6HOHFWLRQFRGH5HDGLQJWKHROGHVWVWRUHGUHFRUG
Selection code 2 always forces the event reading to go back to the oldest event in the
Modbus event buffer. The oldest event record is then loaded into the 11 event record
registers. After the client has read out this record, the next record becomes the oldest
unread. The client can continue with the selection code 1 by reading out the oldest unread
event record again.

6HOHFWLRQFRGH
A negative selection code, that is a 16 bit two's complement value, defines how many
records backwards from the newest event the event record reading is to be moved. For
example, the ten latest events could be read out at any time by first selecting -10, reading
out the event and then continuing with the selection code 1 to read out the nine additional
event records. There can be 500 event records altogether.

6HOHFWLRQFRGH5HVHWWLQJWKHHYHQWUHDGSRLQWHU
The write selection 3 is not followed by a read operation. The selection 3 means that there
are no unread records in the Modbus event buffer left for the client in question, that is, the
buffer is cleared. The next new event that is logged into the Modbus event buffer becomes
the first unread record for this specific client.

6HOHFWLRQFRGH5HVHWWLQJ665ELW
The write selection 4 is not followed by a read operation. The selection code only resets
the bit 8 in SSR3.
If event records are read by using two commands, the client can re-read the
11 event record registers as many times as it wants. As long as no new
selection write operation is performed, the contents of the 11 event record
registers are not changed.



2WKHUHYHQWUHFRUGUHJLVWHUV
6HTXHQFHQXPEHU
Every Modbus event record is given a sequence number. The sequence number runs from
1 to 65535 and then rolls over to 1 again. The client can check that the sequence numbers
of the recorded data are sequential. During the event buffer overflow, the client can notice
a jump in the sequence numbers when some event records are lost. The gap between the
new and the previous sequence number reveals exactly how many event records have been
lost.
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8QUHDGUHFRUGVOHIW
This register shows how many unread event records still remain unread for the client in
question at a particular moment.

7LPHVWDPSUHJLVWHUV
Time stamp is either in local time or UTC time. The time stamp alternative is selected with
a Modbus parameter.
Time stamp registers usually hold two data values in the high and low byte of the registers.
High byte value = RegisterValue DIV 256, Low byte value = RegisterValue MOD 256.
The Milliseconds register is an exception as it contains the milliseconds 0...999 coded as
such.

(YHQWW\SH
This register contains information to interpret the event data correctly.
7DEOH

,QIRUPDWLRQFRQWDLQHGE\WKHELWUHJLVWHU

%LW

0HDQLQJ

9DOXHV



(YHQWWLPH
VWDPSIRUPDW

 /RFDOWLPH

 87&WLPH



7LPHVWDPS
VRXUFH

 ,QWHUQDODSSOLFDWLRQ

 0RGEXVVWDFN



&ORFNQRW
V\QFKURQL]HG

 6\QFKURQL]HG




 7LPHQRWV\QFKURQL]HG 



&ORFNIDLOXUH

 &ORFN2.

 &ORFNIDLOXUH



5HVHUYHG





5HVHUYHG





5HVHUYHG





'DWDREMHFW
,'W\SH

 0RGEXVDGGUHVV

 8,'GDWD



'DWDYDOXH
LGHQWLILFDWLRQ

 2QHELWLQGLFDWLRQ
 7ZRELWLQGLFDWLRQ

 ,QWHJHUYDOXH
 UHVHUYHG

 $&'LQGLFDWLRQ
 6(&LQGLFDWLRQDGGGDWD
 UHVHUYHG


Event time stamp format bit 15
Event time stamp format.
Event time stamp source bit 14
The time stamp can be generated by the IED application (accurate time) or by Modbus. If
generated by Modbus, the change values are detected by the Modbus background scan
task. Since there is a latency time between the value change and the time when Modbus
detects the change, the time stamp is not accurate in this case.
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Clock not synchronized bit 13
The quality information bit is set in the IED's real-time clock if the IED has not been
synchronized.
Clock failure bit 12
The quality information bit is set in the IED's real-time clock if the clock has a severe
failure. Do not rely on this time stamp.
Data object ID bit 8
The coding alternatives of the data object ID registers 1 and 2 are the Modbus address or
UID. The coding alternatives cannot occur simultaneously in the IED but are selected and
configured at the system setup phase. The default setting is “Modbus address”.
The UID code is 32 bits wide and occupies both registers. The word order is high/low. The
UID code refers to the functional design of the IED platform in which the object resides.
Shortly, it means that the UID code is equal in all the platform IEDs in which the same
functional design and the same Modbus object is used.
Data value identification bits 5..0
Coding of the event data value is one bit, two bits or 32 bits. The coding depends on the
IEC 61850 common data class, which is the origin of the Modbus data in question.
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0RGEXVHYHQWYDOXHDOWHUQDWLYHV

2EMHFWGHULYHGIURP
0HDQLQJ
,(&&ODVV

2QH%LW'DWD
9DOXH

7ZR%LW'DWD
9DOXH

636

6LQJOH3RLQW6WDWXV

;

63&

6LQJOH3RLQW6WDWXVRIDFRQWUROODEOH
REMHFW

;

'36

'XDO3RLQW6WDWXV

;

'3&

'XDO3RLQW6WDWXVRIDFRQWUROODEOH
REMHFW

;

$&7

7ULSVWDWXV

;

$&'

6WDUW3LFNXSVWDWXV

;

,16,1&
7DEOH

,QWHJHUVWDWXV

;

,QWHUSUHWDWLRQRIWKHRQHELWGDWDYDOXH

5HJLVWHU[[[[ELQDU\FRGHGYDOXH

0HDQLQJ

[[[[[[[[[[[[[[[

2EMHFWLQ2))SRVLWLRQ

[[[[[[[[[[[[[[[

2EMHFWLQ21SRVLWLRQ

7DEOH

ELW'DWD
9DOXH

,QWHUSUHWDWLRQRIWKHWZRELWGDWDYDOXH

5HJLVWHU[[[[ELQDU\FRGHGYDOXH

0HDQLQJ

[[[[[[[[[[[[[[

2EMHFWLQLQWHUPHGLDWHSRVLWLRQ FKDQJLQJ

[[[[[[[[[[[[[[

2EMHFWLQ21 FORVH SRVLWLRQ

[[[[[[[[[[[[[[

2EMHFWLQ2)) RSHQ SRVLWLRQ

[[[[[[[[[[[[[[

2EMHFWLQIDXOW\SRVLWLRQ

In case of a DPS/DPC two-bit event value (Data value identification = 2),
the data object ID registers always refer to the Modbus address or UID of
the CLOSE momentary value bit.
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7DEOH
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0HDQLQJ
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+LJKHUELWSDUWRIWKHELWLQWHJHUYDOXH
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1. See Modbus ANSI point list manual for specific event record structure mappings.
7DEOH
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5HJLVWHUDGGUHVV

0HDQLQJ
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1. See Modbus ANSI point list manual for specific event record structure mappings.
7DEOH

,QWHUSUHWDWLRQRIWKH6(&GDWD

5HJLVWHUDGGUHVV

0HDQLQJ

[[[[

[[[[[[[[[[[[[8QNQRZQVHFXULW\YLRODWLRQ
[[[[[[[[[[[[[&ULWLFDOVHFXULW\YLRODWLRQ
[[[[[[[[[[[[[0DMRUVHFXULW\YLRODWLRQ
[[[[[[[[[[[[[0LQRUVHFXULW\YLRODWLRQ
[[[[[[[[[[[[[:DUQLQJ

[[[[

6HFXULW\YLRODWLRQVFRXQWHUELWV

1. See Modbus ANSI point list manual for specific event record structure mappings.

The original SEC cnt attribute is actually defined as a 32 bit counter. The Modbus event
shows the least significant 16 bits of that counter (i.e., 0 - 65535).



0XOWLSOHHYHQWUHFRUGVUHDGLQJ
It is possible to read out up to 10 sequential event records in one event select/read
transaction. The number of sequential event records to be returned for reading shall be
written to the Num of records register in front of the selection register. This number can
be written once or it can be rewritten for each select/read transaction. If this number is
never written, only one event record is returned.
If the Modbus client requests multiple event records, the returned records should also be
read out by the client. One record consists of 11 registers, two records of 22 registers and
so on. The read length must thus be adjusted depending on the number of records
requested.
The selection/read operation is otherwise exactly similar to the single-record read case.
The next records to be returned always continues from the last record in the previous read
operation.

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO



6HFWLRQ
9HQGRUVSHFLILFLPSOHPHQWDWLRQ

0$&0%)

5HDGLQJRXWPRUHHYHQWUHFRUGVWKDQDUHDYDLODEOHLQWKHLQWHUQDOHYHQW
EXIIHU
The requested amount of event records is always returned for reading. For example, if 10
event records are requested, but the IED only contains five event records, the last valid
event record is repeated (duplicated) in the last five event records returned. The easiest
way to detect the duplication is to check the sequence number of the event records. The
sequence numbers remain similar to the duplicated event records.
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([WHQGHGHYHQWUHFRUGVWUXFWXUH
7DEOH
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5HJLVWHU
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6HTXHQFH1XPEHU
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8QUHDGUHFRUGVOHIW
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7LPH6WDPS
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7LPH6WDPS

[[[[

7LPH6WDPS
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7LPH6WDPS

[[[[

(YHQW7\SH
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[[[[
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'DWD9DOXH
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'HVFULSWLRQ
(YHQWUHFRUG

1. See Modbus ANSI point list manual for specific event record structure mapping.



)DXOWUHFRUGV
A fault record is created by the IED as a set of registrations during a detected fault period.
The registration includes the selected peak values and the duration values of the protection
stages, the time of recording, and the sequence number for the fault record.
The size of the IED's internal Modbus fault record buffer is 100 records. The 100 latest
fault records are at any time readable from the IED. The Modbus fault record is Modbus
dependent and the data organization and buffer size differ from the IED's initial system
level registrations. When the Modbus fault record buffer becomes full, the IED overwrites
the oldest records in the buffer.

0XOWLSOHFOLHQWVVXSSRUW
Several Modbus clients can independently of one another read out the Modbus fault
records from the IED. The Modbus fault record buffer keeps track of where in the buffer
the different clients are reading at the moment. Clients are identified either by the serial
port from where the requests are issued or by the client's IP address in the TCP/IP network.



)DXOWUHFRUGVWUXFWXUH
The IED's fault record structure consists of a fixed header part and an application data part.
The application data part is always IED type specific. The whole fault record including the
IED-specific application data part is found in the Modbus memory map section.
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7DEOH

+HDGHUSDUWRIWKHUHFRUGVWUXFWXUH

$GGUHVV

5HJLVWHU

9DOXHV

&RPPHQW

[[[[

)DXOWUHFRUGVHOHFWLRQ

DQG

:ULWHUHJLVWHU

[[[[

6HTXHQFH1XPEHU
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8QUHDGUHFRUGVOHIW
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7LPH6WDPS <HDU0RQWK
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7LPH6WDPS 'D\+RXU

+LJKE\WHGD\ORZE\WHKRXU

[[[[

7LPH6WDPS 0LQ6HF

+LJKE\WHPLQORZE\WHVHFRQG

[[[[

7LPH6WDPS 0LOOLVHFRQGV

:RUGPLOOLVHFRQGV 

[[[[

7LPHTXDOLW\

[[[[

)URPWKLVORFDWLRQRQZDUGVVWDUWVWKH)DXOWUHFRUGDSSOLFDWLRQGDWD

1. See Modbus ANSI point list manual for specific event record structure mapping.

)DXOWUHFRUGDSSOLFDWLRQGDWDSDUW
The data in the application section are IED type dependent. The description of the data is
found in the Modbus fault record section of the Modbus memory map.

)DXOWUHFRUGUHDGLQJ
As long as there are unread fault records available for the Modbus client in question, bit 1
of the Modbus SSR3 register remains “1”.
The fault record reading is done in two steps. First, the client writes a selection code to the
Fault record selection register. The selection code defines the type of read operation that
the client wants to do. The selected fault record is loaded by the IED into the following N
registers (4xxxx-NNNN). See Modbus ANSI point list manual for specific fault record
structure mapping. Second, the client reads out these registers in one multiple register read
operation.
The fault records can be read by using two commands, the function 5 for
the write operation and the function 6 for the read operation, or by using
the function 23 that includes write and read operations in the same
transaction.
If the fault records are read by using two commands, the positive
confirmation to the write select operation tells the client that a fault record
has been loaded for reading. Another way to detect the positive
confirmation is by monitoring the state of SSR3 bit 9.

)DXOWUHFRUGVWUXFWXUHOHQJWK
Since the application data part is IED type dependent, the length of the fault record
structures vary in different types of IEDs. A client can read out more Modbus registers
than are actually coded in one structure when reading out the data structures. The
maximum read amount is 80 Modbus registers. The additional trailing registers contain the

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO



6HFWLRQ
9HQGRUVSHFLILFLPSOHPHQWDWLRQ

0$&0%)

value 0. The Modbus protocol will give an exception response if the client tries to read out
too few registers from the fault record structure.

6HOHFWLRQFRGH5HDGLQJWKHROGHVWXQUHDGUHFRUG
When writing the selection code 1, the IED first checks the client. If the client has been
reading fault records before, the IED knows which internal fault record has been sent to
this specific client during the last reading. The IED then loads the next fault record, that is
the oldest unread, into the registers following the selection register. If this is the first time
the client reads fault records from the IED, the oldest fault record of the Modbus fault
record buffer is given to the client.

6HOHFWLRQFRGH5HDGLQJWKHROGHVWVWRUHGUHFRUG
The selection code 2 always forces the fault record reading to go back to the oldest fault
record stored in the buffer. The oldest fault record is then loaded into the registers
following the selection register. After the client has read out this record, the next record
becomes the oldest unread. The client can continue by reading out the oldest unread fault
records again with the selection code 1.

6HOHFWLRQFRGH
A negative selection code, that is a 16 bit two's complement value, defines how many
records backwards from the newest fault record the reading is to be moved. For example,
the ten latest fault records can be read out at any time by first selecting -10, reading out the
record and then continuing with the selection code 1 to read out the nine additional records

6HOHFWLRQFRGH5HVHWWLQJWKHIDXOWUHFRUGUHDGSRLQWHU
The write selection code 3 is not followed by a read operation. The selection 3 means that
there are no unread records in the Modbus fault record buffer left for the client in question,
that is, the buffer is cleared. The next new fault record that is logged into the Modbus fault
record buffer becomes the first unread record for this specific client.

6HOHFWLRQFRGH5HVHWWLQJ665ELW
The write selection 4 is not followed by any read operation. The selection code only resets
bit 9 in SSR3.
If the fault records are read by using two commands, the client can re-read
the given fault record registers as many times as it wants. As long as no new
selection write operation is performed, the contents of the fault record
registers are not changed.
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2WKHUIDXOWUHFRUGUHJLVWHUV
6HTXHQFHQXPEHU
Every fault record is given a sequence number. The sequence number runs from 1 to 65535
and then rolls over to one again. The client can check that the sequence numbers of the
recorded data are sequential. During the fault record buffer overflow the client can notice
a jump in the sequence numbers when some fault records are lost. The gap between the
new and the previous sequence number reveals exactly how many records have been lost.

8QUHDGUHFRUGV/HIW
This register shows how many unread fault records still remain unread for the client in
question at a particular moment.

7LPHVWDPSUHJLVWHUV
The time stamp registers usually hold two data values in the high and low byte of the
registers. High byte value = RegisterValue DIV 256, Low byte value = RegisterValue
MOD 256. An exception is the milliseconds register which contains the milliseconds
0...999 coded as such. Time stamp also contains a time quality register.

7LPHTXDOLW\
7DEOH

,QIRUPDWLRQFRQWDLQHGE\WKHELW ELWV UHJLVWHU

%LW

0HDQLQJ

9DOXHV



(YHQWWLPHVWDPSIRUPDW

 /RFDOWLPH

 87&WLPH



7LPHVWDPSVRXUFH

 ,QWHUQDO
DSSOLFDWLRQ

 0RGEXVVWDFN



&ORFNQRWV\QFKURQL]HG

 6\QFKURQL]HG
 
         

 7LPHQRW

V\QFKURQL]HG




&ORFNIDLOXUH

 &ORFN2.

 &ORFNIDLOXUH

5HVHUYHG





Event time stamp format bit 15
The time stamp format can be selected with a Modbus parameter via the LHMI or the
parameter setting tool.
Event time stamp source bit 14
The time stamp can be generated by the IED application, that is accurate time, or by
Modbus. If generated by Modbus, the change values are detected by the Modbus
background scan task. Since there is a latency time between the value change and the time
when Modbus detects the change, in this case the time stamp is not accurate.
Clock not synchronized bit 13
The quality information bit is set in the IED's real-time clock if the IED has not been
synchronized.

VHULHV$16,
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Clock failure bit 12
The quality information bit is set in the IED's real-time clock if the clock has a severe
failure. Do not rely on this time stamp.



3DUDPHWHUVHWWLQJJURXSVHOHFWLRQ
The active parameter setting group can be changed by writing the new setting group
number to 4X register. See Modbus ANSI point list manual for specific mapping. See the
IED documentation for the number of available setting groups. Exception response 3 is
given if the written value is out of range or the setting group changing is blocked.



7LPHV\QFKURQL]DWLRQ
The real-time clock inside the IED runs in UTC time. However, the local time is also
known by the IED through the time parameter settings. With Modbus the IED time can be
viewed and set either in local time or UTC time.
Two identical time structures are available in the Modbus memory map: the IED's local
time and the internal UTC time.
Time synchronization can be given either to the local time structure or to the UTC time
structure.
The IED accepts Modbus time synchronization only if the Synch source
setting is set to “Modbus”. The parameter can be set via the LHMI path
Configuration > Time > Synchronization > Synch source.



5HDOWLPHFORFNVWUXFWXUH
7DEOH

0RGEXVUHDOWLPHFORFNVWUXFWXUH

0RGEXVDGGUHVV
/RFDO7LPH
87&7LPH

5HJLVWHUFRQWHQWV

9DOXHV

[[[[

[[[[

&RQWUROUHJLVWHU



[[[[

[[[[

<HDU



[[[[

[[[[

0RQWK



[[[[

[[[[

'D\



[[[[

[[[[

+RXU



[[[[

[[[[

0LQXWHV



[[[[

[[[[

6HFRQGV



[[[[

[[[[

0LOOLVHFRQGV



1. See Modbus ANSI point list manual for specific event record structure mapping.



:ULWLQJWRUHDOWLPHVWUXFWXUHV
The Modbus time synchronization can be done in several ways. Over the serial interface,
the host's synchronization write can be given with the Modbus broadcast address “0”.
Thus, all IEDs in the same serial network can be synchronized at the same time.



VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

6HFWLRQ
9HQGRUVSHFLILFLPSOHPHQWDWLRQ

0$&0%)

0HWKRG6\QFKURQL]DWLRQLQRQHVWHS
The real-time clock structure registers should be written in one multiple registers preset
request (function 16) by a Modbus TCP/IP client or by a serial interface master. The IED's
Modbus address or the Modbus broadcast address can be used with the serial interface. If
the clock is written in one step, the write value of the control register is not checked by the
IED.

0HWKRG6\QFKURQL]DWLRQLQWKUHHVWHSV
1.

The client reserves the time synchronization by writing value “1” to the control
register. If necessary, check that the reservation value is zero at the beginning. If the
time synchronization writing is already reserved by another client, the IED returns
the exception response 03.

2.

The client writes the time structure to the IED. This can be done in one transaction
or alternatively each register can be written separately.

3.

The client sets the clock by writing “2” into the control register. When the value “2”
is written, the timesync registers are latched onto the IED's internal clock and the
reservation of the control register is released.
The Modbus broadcast address cannot be used with the synchronization
method 2.

There is an internal timeout for the clock setting. The time synchronization reservation is
released if the clock is not set within two minutes. The client can abort the time
synchronization at any time by writing “0” into the control register. In that case the
real-time clock is not set at all.
Other Modbus clients can read the currently running real-time clock even if the time
writing is reserved by another client.



'HYLFHLQIRUPDWLRQ
The IED's device information can be read from the Modbus registers.
If the information data are in practice shorter, the trailing registers in the
response are filled with the value “0”.
The Modbus device information is based on the IED's internal IEC 61850 device
information model. All internal descriptions are coded as ASCII strings. The Modbus
device information ASCII string includes the information from the IED:
•
•
•
•
•

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

IED model (max. 12 characters)
IED type (max. 6 characters)
IED serial number (max. 12 characters)
IED location information (max. 34 characters)
CPU card SWand HW revision numbers



6HFWLRQ
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•
•
•
•
•
•
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HMI card SW and HW revision numbers
Slot 0 (X130) card SW and HW revision numbers
Slot 1 (X120) card SW and HW revision numbers
Slot 2 (X110) card SW and HW revision numbers
Slot 3 (X100) card SW and HW revision numbers
Slot 4 (X000) card SW and HW revision numbers
The IED does not need to contain cards in all slots nor does a specific card
need to include a CPU. The SW revision information is simply omitted
from the information string.



$6&,,FKDUDFWHUFRGLQJ
7DEOH

7KHELW$6&,,FKDUDFWHUFRGLQJLQWKH0RGEXVUHJLVWHUV

0RGEXVUHJLVWHU

$6&,,FKDUDFWHU

5HJLVWHU+LJKE\WH

$6&,,FKDUDFWHU

5HJLVWHU/RZE\WH

$6&,,FKDUDFWHU

5HJLVWHU+LJKE\WH

$6&,,FKDUDFWHU







$6&,,VWULQJV\QWD[
Syntax:
C(model;type;serialNo;location;swRev;hwRev)H(swRev;hwRev)0(
swRev;hwRev)1(swRev;hwRev)2(swRev;hwRev)3(swRev;hwRev)4(swR
ev;HwRev)
•
•
•
•

Parenthesis and semicolon ASCII characters are used as delimiters inside the string.
Section C(...) contains IED information and CPU version information.
Section H(...) contains version information of the local HMI card.
Sections 0(... ) to 4(...) contain version information of the additional HW
cards (slots 0...4).
• If an additional card does not include any version information, it is signalled with a
“-” (minus) character in the swRev field. If both swRev and hwRev are signalled with
“-” signs, the card in question does not exist in the IED.
Example of an identification string could be:
C(REF615;FE01;1VHR123456R2;feeder
15.12;1.6;2.0)H(1.2;3.1)0(-;-)1(-;1.1)2(-;1.0)3(;1.1)4(-;2.0)

The data within the C section is restricted to certain maximum lengths. For example, the
user definable IED location is here restricted to a maximum of 34 characters. If the IED
location information on system level contains more characters, only the 34 first characters
are displayed.
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5HVHWWLPHVWUXFWXUH
The time and cause of the IED's last reset are stored into this structure. The reset time is
taken directly from the IED's RTC at the startup. The clock might not be accurate and the
data can be corrupted.
7DEOH

5HVHWWLPHVWUXFWXUH



$GGUHVV

5HJLVWHU

9DOXHV

&RPPHQW

[[[[

7LPH6WDPS
<HDU0RQWK

+LJKE\WH\HDUORZ
E\WHPRQWK

[[[[

7LPH6WDPS 'D\+RXU

+LJKE\WHGD\ORZ
E\WHKRXU

[[[[

7LPH6WDPS 0LQ6HF

+LJKE\WHPLQORZ
E\WHVHFRQGV

[[[[

7LPH6WDPS
0LOOLVHFRQGV

:RUGPLOOLVHFRQGV

[[[[

7LPH4XDOLW\

6HH7LPHTXDOLW\WDEOH

[[[[

&DXVHRIUHVHW

 3RZHUUHVHW
 :DWFKGRJUHVHW
 :DUPUHVHW

1. See Modbus ANSI point list manual for specific event record structure mapping.
7DEOH

7LPHTXDOLW\

%LW

0HDQLQJ

9DOXHV



7LPHIRUPDW

 /RFDOWLPH



7LPHVRXUFH

 ,QWHUQDO 57&



57&QRWV\QFKURQL]HG

 57&V\QFKURQL]HG

 87&WLPH

 1RWV\QFKURQL]HG


57&)DLOXUH

 57&2.
 57&IDLOXUH
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6HFWLRQ
0RGEXVSDUDPHWHUVDQGGLDJQRVWLFV
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6HFWLRQ

0RGEXVSDUDPHWHUVDQGGLDJQRVWLFV



3DUDPHWHUOLVW
The Modbus parameters can be accessed with PCM600 or via the LHMI path
Configuration > Communication > Modbus.

7DEOH

02'%86VHWWLQJV

3DUDPHWHU

9DOXHV 5DQJH

'HIDXOW

'HVFULSWLRQ

,Q2Y

 )DOVH
 7UXH

 )DOVH

0RGEXV,QWHUQDO
2YHUIORZ
758(6\VWHPOHYHO
RYHUIORZRFFXUUHG
LQGLFDWLRQRQO\

6HULDOSRUW

 1RWLQXVH
 &20
 &20

 1RWLQXVH

&20SRUWIRU6HULDO
LQWHUIDFH

3DULW\

 QRQH
 RGG
 HYHQ

 HYHQ

3DULW\IRU6HULDO
LQWHUIDFH

$GGUHVV





0RGEXVXQLWDGGUHVV
RQ6HULDOLQWHUIDFH

/LQNPRGH

 578
 $6&,,

 578

0RGEXVOLQNPRGH
RQ6HULDOLQWHUIDFH

6WDUWGHOD\



FKDU



6WDUWIUDPHGHOD\LQ
FKDUVRQ6HULDO
LQWHUIDFH

(QGGHOD\



FKDU



(QGIUDPHGHOD\LQ
FKDUVRQ6HULDO
LQWHUIDFH

6HULDOSRUW

 1RWLQXVH
 &20
 &20

 1RWLQXVH

&20SRUWIRU6HULDO
LQWHUIDFH

3DULW\

 QRQH
 RGG
 HYHQ

 HYHQ

3DULW\IRU6HULDO
LQWHUIDFH

$GGUHVV





0RGEXVXQLWDGGUHVV
RQ6HULDOLQWHUIDFH

/LQNPRGH

 578
 $6&,,

 578

0RGEXVOLQNPRGH
RQ6HULDOLQWHUIDFH

6WDUWGHOD\





6WDUWIUDPHGHOD\LQ
FKDUVRQ6HULDO
LQWHUIDFH

(QGGHOD\





(QGIUDPHGHOD\LQ
FKDUVRQ6HULDO
LQWHUIDFH

0D[7&3&OLHQWV





0D[LPXPQXPEHURI
0RGEXV7&3,3
FOLHQWV

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

8QLW

6WHS



6HFWLRQ
0RGEXVSDUDPHWHUVDQGGLDJQRVWLFV

8QLW
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3DUDPHWHU

9DOXHV 5DQJH

'HIDXOW

'HVFULSWLRQ

7&3:ULWH$XWKRULW\

 1RFOLHQWV
 5HJFOLHQWV
 $OOFOLHQWV

6WHS

 $OOFOLHQWV

:ULWHDXWKRULW\
VHWWLQJIRU0RGEXV
7&3,3FOLHQWV

(YHQW,'

 $GGUHVV
 8,'

 $GGUHVV

(YHQW,'VHOHFWLRQ

7LPH)RUPDW

 87&
 /RFDO

 /RFDO

7LPHIRUPDWIRU
0RGEXVWLPHVWDPSV

&OLHQW,3



0RGEXV5HJLVWHUHG
&OLHQW

&OLHQW,3



0RGEXV5HJLVWHUHG
&OLHQW

&OLHQW,3



0RGEXV5HJLVWHUHG
&OLHQW

&OLHQW,3



0RGEXV5HJLVWHUHG
&OLHQW

&OLHQW,3



0RGEXV5HJLVWHUHG
&OLHQW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

&WO6WUXFW3:G

3DVVZRUGIRU
0RGEXVFRQWURO
VWUXFW

,QWHUQDO2YHUIORZ

 )DOVH
 7UXH

 )DOVH

0RGEXV,QWHUQDO
2YHUIORZ
758(6\VWHPOHYHO
RYHUIORZRFFXUUHG
LQGLFDWLRQRQO\

1. The amount of available control structures may vary depending on the IED type.
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0RQLWRUHGGDWD
The Modbus serial monitored data can be accessed with PST or via the LHMI path
Monitoring > Communication > Modbus > Serial.
7DEOH

0RGEXVVHULDO

3DUDPHWHU

9DOXHV UDQJH

'HVFULSWLRQ



5HFHLYHG0RGEXVIUDPHVE\LQVWDQFH1

7UDQVPLWWHGIUDPHV1



7UDQVPLWWHG0RGEXVIUDPHVE\LQVWDQFH1

&NVP(UU1



&KHFNVXPHUURUVGHWHFWHGE\LQVWDQFH1

7UDQVPLWWHG([HF$1



7UDQVPLWWHGH[FHSWLRQUHVSRQVHVDQGE\LQVWDQFH1

7UDQVPLWWHG([HF%1



7UDQVPLWWHGH[FHSWLRQUHVSRQVHVE\LQVWDQFH1

6WDWXV1

7UXH)DOVH

5HFHLYHGIUDPHV1



6WDWXVRIFRPPXQLFDWLRQLQVWDQFH1
5HVHWRIGLDJQRVWLFFRXQWHUVLQVWDQFH1

1. N = instance number 1, 2...

The Modbus Ethernet monitored data can be accessed with PST or via the LHMI path
Monitoring > Communication > Modbus > Ethernet.
7DEOH

0RGEXV7&3,3

3DUDPHWHU

9DOXHV UDQJH

'HVFULSWLRQ

5HFHLYHGIUDPHV1



5HFHLYHG0RGEXVIUDPHVE\LQVWDQFH1

7UDQVPLWWHGIUDPHV1



7UDQVPLWWHG0RGEXVIUDPHVE\LQVWDQFH1

7UDQVPLWWHG([HF$1



7UDQVPLWWHGH[FHSWLRQUHVSRQVHVDQGE\LQVWDQFH1

7UDQVPLWWHG([HF%1



7UDQVPLWWHGH[FHSWLRQUHVSRQVHVE\LQVWDQFH1

&Q5HMHFWV1RVRFNHW



&RQQHFWLRQUHMHFWLRQVGXHWRQRIUHHVRFNHWV

&Q5HMHFWV1RWUHJ



&RQQHFWLRQUHMHFWLRQVGXHWRQRWUHJLVWHUHGFOLHQW,3

6WDWXV1

7UXH)DOVH

6WDWXVRIFRPPXQLFDWLRQLQVWDQFH1
5HVHWRIGLDJQRVWLFFRXQWHUVLQVWDQFH1

1. N = instance number 1, 2...

VHULHV$16,
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VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

6HFWLRQ
*ORVVDU\
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6HFWLRQ

*ORVVDU\

VHULHV 6HULHVRIQXPHULFDO,('VIRUEDVLFLQH[SHQVLYHDQGVLPSOH
SURWHFWLRQDQGVXSHUYLVLRQDSSOLFDWLRQVRIXWLOLW\VXEVWDWLRQVDQG
LQGXVWULDOVZLWFKJHDUDQGHTXLSPHQW

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO

$&'

6WDUWSLFNXSVWDWXV

$&7

$SSOLFDWLRQ&RQILJXUDWLRQ7RROLQ3&07ULSVWDWXV

$16,

$PHULFDQ1DWLRQDO6WDQGDUGV,QVWLWXWH

$6&,,

$PHULFDQ6WDQGDUG&RGHIRU,QIRUPDWLRQ,QWHUFKDQJH

&PG6WDWH

&RPPDQGVWDWH

&38

&HQWUDOSURFHVVLQJXQLW

&7

&XUUHQWWUDQVIRUPHU

'13

$GLVWULEXWHGQHWZRUNSURWRFRORULJLQDOO\GHYHORSHGE\:HVWURQLF
7KH'138VHUV*URXSKDVWKHRZQHUVKLSRIWKHSURWRFRODQG
DVVXPHVUHVSRQVLELOLW\IRULWVHYROXWLRQ

'3&

'RXEOHSRLQWFRQWURO

'36

'RXEOHSRLQWVWDWXV

'6

'DWDVHW

(0&

(OHFWURPDJQHWLFFRPSDWLELOLW\

(WKHUQHW

$VWDQGDUGIRUFRQQHFWLQJDIDPLO\RIIUDPHEDVHGFRPSXWHU
QHWZRUNLQJWHFKQRORJLHVLQWRD/$1

+0,

+XPDQPDFKLQHLQWHUIDFH

+:

+DUGZDUH

,(&

,QWHUQDWLRQDOVWDQGDUGIRUVXEVWDWLRQFRPPXQLFDWLRQDQG
PRGHOOLQJ

,('

,QWHOOLJHQWHOHFWURQLFGHYLFH

,16,1&

,QWHJHUVWDWXV

,3DGGUHVV

$VHWRIIRXUQXPEHUVEHWZHHQDQGVHSDUDWHGE\SHULRGV
(DFKVHUYHUFRQQHFWHGWRWKH,QWHUQHWLVDVVLJQHGDXQLTXH,3
DGGUHVVWKDWVSHFLILHVWKHORFDWLRQIRUWKH7&3,3SURWRFRO

/('

/LJKWHPLWWLQJGLRGH

/+0,

/RFDOKXPDQPDFKLQHLQWHUIDFH

/6%

/HDVWVLJQLILFDQWELW



6HFWLRQ
*ORVVDU\
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0&'

0RPHQWDU\FKDQJHGHWHFW

0RGEXV

$VHULDOFRPPXQLFDWLRQSURWRFROGHYHORSHGE\WKH0RGLFRQ
FRPSDQ\LQ2ULJLQDOO\XVHGIRUFRPPXQLFDWLRQLQ3/&VDQG
578GHYLFHV

0RGEXV$6&,, 0RGEXVOLQNPRGH&KDUDFWHUOHQJWKELWV
0RGEXV
PHPRU\PDS

$OORFDWLRQRIDFFHVVLEOHSURWRFROGDWD

0RGEXV578

0RGEXVOLQNPRGH&KDUDFWHUOHQJWKELWV

0RGEXV7&3,30RGEXV578SURWRFROZKLFKXVHV7&3,3DQG(WKHUQHWWRFDUU\
GDWDEHWZHHQGHYLFHV



020

0RPHQWDU\SRVLWLRQ

3&0

3URWHFWLRQDQG&RQWURO,('0DQDJHU

3/&

3URJUDPPDEOHORJLFFRQWUROOHU

367

3DUDPHWHU6HWWLQJ7RROLQ3&0

56

6HULDOOLQNDFFRUGLQJWR(,$VWDQGDUG56

57&

5HDOWLPHFORFN

578

5HPRWHWHUPLQDOXQLW

6&$'$

6XSHUYLVLRQFRQWURODQGGDWDDFTXLVLWLRQ

6(&

6HFXULW\YLRODWLRQ

63&

6LQJOHSRLQWVWDWXVRIDFRQWUROODEOHREMHFW

636

6LQJOHSRLQWVWDWXV

665

6\VWHPVWDWXVUHJLVWHUIRUGHYLFHKHDOWK

665

6\VWHPVWDWXVUHJLVWHUIRUGHYLFHPRGH

665

6\VWHPVWDWXVUHJLVWHUIRUGDWDDYDLODEOH

665

6\VWHPVWDWXVUHJLVWHUIRUGDWDDYDLODEOH

665

6\VWHPVWDWXVUHJLVWHUIRUGHYLFHDOLYHFRXQWHU

665

6\VWHPVWDWXVUHJLVWHUIRUODVWFRPPDQGUHVXOW

6:

6RIWZDUH

7&3

7UDQVPLVVLRQ&RQWURO3URWRFRO

7&3,3

7UDQVPLVVLRQ&RQWURO3URWRFRO,QWHUQHW3URWRFRO

8'5

8VHUGHILQDEOHUHJLVWHU

8,'

8QLTXH,'

87&

&RRUGLQDWHGXQLYHUVDOWLPH

VHULHV$16,
&RPPXQLFDWLRQ3URWRFRO0DQXDO
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Distribution Automation
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Phone:+1 (800) 523-2620
Phone:+1 954-752-6700
Fax:+1 954 345-5329
www.abb.com/substationautomation
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